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Isomorphism Problem — Equivalence of Polynomials

IP1S: Isomorphism of Polynomials with One Secret [PATARIN, 1996]
Input: x = (21, ...,2,), (f=(f1,-- frm), 9=(91, .-, gm)) € K[x|™ x K[z]™.
Output: Find — if any - A€ GL, (L), KCL, s.t.

g(z)=f(A ).

:>A:i<g g)

Cryptography application.

Authentification scheme based on the difficulty of solving IP18S.

Computer Algebra related problem: Functional Decomposition Problem.

Input: x=(x1,...,2,), 9= (91, ---, gm) € K[x]" and d € N, d |deg g.

Example.
f=@*+y*zy, v?),9g=Az*+9y% 6zy,42%)

Output: Compute h € K[z]® and f € K[y|™, y=(y1,..-, ys), s.t. g= foh.




Graph Isomorphism

Definition.
G~H<=3Jo:V(G)— V(H), a permutation s.t.

Vu,veV(G), (u,v) e E(G) <= (o(u),o(v)) € E(H).

I Theorem. [AGRAWAL, SAXENA, 2006]

Graph Isomorphism ~~ Equivalence of cubic polynomials by a linear map.

Example.

I ~> Polynomial-time algorithm for IP1S seems challenging.
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I ~> Polynomial-time algorithm for IP1S seems challenging.




Graph Isomorphism

Definition.
G~H<=3Jo:V(G)— V(H), a permutation s.t.
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I ~> Polynomial-time algorithm for IP1S seems challenging.




Graph Isomorphism

Definition.
G~H<=3Jo:V(G)— V(H), a permutation s.t.

Vu,veV(G), (u,v) e E(G) <= (o(u),o(v)) € E(H).
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TqTg+ TqXp+ - ~T1 T2+ X1 T+
~ polynomials of the graph.

J 3 8 3 :
Neq TX~ D y_q TX ~» 0 permutation.

I ~ Polynomial-time algorithm for IP1S seems challenging.




Quadratic IP1S: State of the Art

e (GAUSS, m =1, quadratic polynomials.
e FAUGERE, PERRET, 2006:
o Resolution with a Grébner basis computation.
o Good behaviour, unknown reason ~~ polynomial complexity?
e BOUILLAGET, FAUGERE, FOUQUE, PERRET, 2011:
o First complexity analysis.
e MAcARIOT-RAT, PLUT, GILBERT, 2013:

o Polynomial-time algorithm for IP1S over I, with homogeneous quadratic
instances and m = 2.

I Goal for the quadratic case.

~ Algorithm with proven polynomial complexity for any m.




Our problem

Matrix representation.

Homogeneous polynomial f and char K # 2.

~» f~ H, Hessian matrix:

f=axt+2Bx120+y25 ~ H—Z(a 6).

Quadratic IP1S (Matrix case)
Input: (H={Hy,....H,},H' ={H]{,...,H,,}) € (K"*")™ x (K"*™)™ symmetric.

Output: Find — if any - A€ GL, (L), KC I, such that

Vi,1<i<m, H!/=ATH,A.

Problem.
How to solve IP1S for quadratic polynomials with m > 27




Linearization and Regular Case

Linearization.
AT H; A=H/, for all i >1. If H; is invertible, then

ATH\A=H], AYH 'H,A=H|""H], Vi>1.

Otherwise, we combine the matrices to have an invertible matrix.

~> Instance of the EDMONDS's problem.

CARLITZ, 1954: P(H, € GL,(IF,)) = H(”m ( q23_1)21—3+0(%)-

Can be tested in randomized polynomial time.

Regular case.

3)\1, e A, € K, Z;n:l N, H; € GLn(]K)

Irregular case encodes difficult problems.

I Reasonable hypothesis.




Regular Case: Normalization's Theorem

Output:
NoT REGULAR ;

D=Diag(d1,...,dy), H={D, Ho,.... Hy, }, H' = {D, Hs, ..., H;,} CGL,(K)™, s.t.
ATHl-A:HZ-’, forsomeAEGLn( )<= ATH; A=H] with AT DA=D.

In this talk.
From now on, D=1Id, AT A=1d+= A€ 0, (K).

Linearization.

Theorem (First step): Randomized polynomial-time Algorithm
Input: H={H,,...,.H,},H' ={H{,..., H,} C (IK"*™)™, symmetric.
I hcAEOn(IK), ATHZA:H{@A_lH@A:HZ/@HZA:AH{

Conjugacy problem by an orthogonal matrix.




Existence of an orthogonal solution

H;A=AH/ Vi, 1<i<m with A€ O,(K)?

~+ Problem almost linear, non-linear part: A € O,,(K).

Theorem [CHIsTOV, IVANYOS, KARPINSKI, 1997].

For K algebraically closed,

JA€ Ou(K), H;A=AH/, Vi

!

JY e GL,(K), H;Y =YH/ Vi.

e Particular case of EDMONDS's problem.
e Potential extension field!

e Polynomial bound on the degree?

e How to compute 4 € O, (K)?




Computation of Y € GL,,(K)

Linear equations: H;Y =Y H,.

Polynomial inequation: det Y 0.

Let H={H1,....Hy}, H ={H{,...., H,} CK"*™ with K=, or K=Q(«).
We can decide in deterministic polynomial time whether 3Y € GL n(K) s.t.

H,Y =YH! Vi l<i<m,

and exhibit such an element if one exists.

~+ Easy randomized polynomial-time algorithm [SCHWARTZ-ZIPPEL].

o Solve the linear system.

o Pick up at random a solution.

What about AT A =1d?
From Y, how to compute A s.t. AT A=1d and H; A=A H]?

‘ Theorem [CHiIsTOV, IVANYOS, KARPINSKI, 1997] (Matrix case)




Computation of A € O, (K)

Proposition.

From Y € GL,,(K) solution of H;Y =Y H/,

w A=Y VYTY " solution of H;A=AH!and AcO,(K).

I Numerical computation ~~ Polynomial-time algorithm (GANTMACHER, 1959).

Problem.

Ac0,(K) +— VY'Y eGL,(K).

~ Direct computation of VY Y may yield an exponential degree extension!




(Generalized) Jordan Normal Form

Square root of a Jordan Normal Form.

Jordan block Jy 4= Al

vXx

1j:> J)\,d:(

A

5 )EIK(\/X)[JA,CZ].

YTy :PDiag(JAl,dl, ooy JAr,dr) P l=vYTY :PDiag<\/J)\1’d1, ooy VJ)\r,dr> p-1

e VY'Y may be in an extension of degree 2n!.

e Alternative method for finite fields:

Generalized Jordan Normal Form.

If A\1,..., As are conjugate with minimal polynomial P of companion matrix C(P), then

(@) U \ (0w 0
Diag(J)\l’d,...,J)\S’d)NJp’d:k R o )E]KdSXdS,U:L : )E]KdXd.

C(P)

= O

N Jp,d:(m o ) O(z) Q(—x) = P(22).

It K=1I, \/Jp, qis defined over I, or I .




Decomposition of A € O,,(K)

Proposition.

We can compute in polynomial time S, T e L"*", K C L, s.t.
ST 1=Ac0,(L), AYH;A=H] Vi, 1<i<m.

We can compute and test in polynomial time ST H; S=T1T H/!T.

However, product ST~! may not be computed in polynomial time over K.

V2 0
H,Y =YH/, Vi. IfYTY:P/ 0 -2 \P_l, then
Lo )
K(V2) K(V2) \
S, T = | x(V2) K(iV2) :
K(V2) K(iV2) )
K(V2) K(V2) K(V2)
St. TV T-1 = K(i42) K(i{2) K(i{2) ),
K(VZ)  K(VZ,iV2) K(V3, V)
STH; S, TYH/T = | x@z,iv2) K@Gvz) KGVa, ))

K(V2,v3) K(GVZ,V3)  K(V3)




Decomposition of A € O,,(K)

Result.

~~ Each column of S and T (row of 7!

at most 2n, [CAI, 1994].

) is defined over an extension of K of degree

~ We can compute and check that A and #’ are conjugate by an orthogonal matrix

over I in polynomial time.

V2 0
H,Y=YH] Vi If YTY:P/ 0 -3 \P_l, then
Lo o)
K(V2) K(iV2)
S, T = | k#3) K(iV2) \,
K(V2) K(iV2) )
o g7 o1 _ [ K2 KA2) K(2) \

STH,S T H!T

K(V2,iV/2)
K(V2, V3)

K(iV2) K(iV2) K(iV2) )a

K(VZ)  K(V2iV3)
K(iV?2)

K(iV2,V3)

K(V2,v3)
K(iv2,/3)
K(v3)

\
)




n=m 20 30 [40 |50 [60 [70(80(90]|100
Timings (MAGMA 2.19)[0.040 [ 0.20]0.84 | 2.7 |7.5|17 40|79 | 130
Table 1. Timings for solving IP1S over [Fg5521 in s.
n=m 20 30 40 50 60 (70 |80 (90 |100
Timings (MAGMA 2.19)|0.010 | 0.030 [ 0.080|0.25 |0.68|1.4 |3.2 [6.25|16
Timings (M4RI) 0.010{0.030]0.060.1410.2710.51 | 0.91

Table 2. Timings for solving IP1S over IF5 in s.

Application to cryptography.

O

o Solves IP1S over IF .

Find A by solving Y'Y =1d.

Complexity in O(n?*) because of the linear system.

If K=T,, in the worst case, VY'Y € GL,(TF ,2).

If m > 3, for generic instances, linear system H; Y =Y H/ yields Y with one free
parameter (SCHUR's Lemma).




Conclusion and Perspectives

e Polynomial-time algorithm for regular quadratic instances:
o over IF, for odd ¢;
o over any field of characteristic 0;
o over IF, for even ¢ in even dimension, under some conditions;

o careful analysis of the degree of the extension.

e lIrregular case to deal with: no invertible Hessian matrix,
o work in progress ;
o characteristic 2 in every dimension.

e Cubic and higher degree instances.

e What about IP2S: with g(x)=B- f(A-x), B € GL,,(K)?




Thank you for your attention!




